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What you see is a proof of three government institution
documents hosted on the official servers.

Important aspects:

« Three different people

« Three different years

* The same institution (National Agency...)

If you haven't noticed anything special in these images
it's normal. During this analysis you'll notice some details
that make the difference and will make you wonder
about some things.

These questions appear are covered on this analysis.

' DeraP™Babanon
g Cyuk r Sarnriky Servire


http://www.prodefence.ro/
mailto:contact@prodefence.ro

e B Aiteestin Netkonals [
domtciiv [ . .

e Y itat defin
wrnifoneeles

g el Perae b

I Agentin Kevorals [N
o domietio [ .

St ks

L T L F e LR L P o P N P N LI L LIL]]

- '. '.. ' ...I'.l| ' l ' l Il‘ll - l l' l‘l l‘ lllll.“l I“ "ll -I.|Ill| I---..L ‘- ll--- l.---I------ L L L1} L -

Subsemnatul/Subsemnata,
de la

CNP , domiciliul

Correct! The lines of the form are neither continuous, nor
dotted, nor curved. They contain multiple of meaningless
characters and look like the words in the form (you can't
notice the difference between the rest words).

Let's leave it for now. The difference between an original
but unscanned form and a completed and scanned form
is clear.

The clarity is significant, but the document scanned and
used by the Institution raises questions.
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Taking intfo account what we have already shown, it can be seen
that the lines of the table are visibly modified, including some

When creating a characters that are difficult to read (for now).

document in Word

there is the opftion to NOT &
insert tables and Se vor declara inclusiv cele aflate in alte tari.

change the styling. v e
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border styling,
having to choose
from a predefined
list.

b o e oy e

TSR FITIFTFRN P PIRraen Faspa—e

AU P LU LD W L bl el dp ke ] ey ddp ey e

The first three examples are good for
further analysis and to identify the
TR AN LT AN EFE BR AT ek A Bk b Bk o byl ChorOC-I-erS included in -I-he documen-l-.
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Several tests have been done, but we stick to the ones that gave some... results.

Text extracted via optical character recognition of images in Arabic

come see 6 Mug +» | ¢ J has been m 0 And mma goum ga and uncle Rain Rahad Rum

OopcsBasng an s0apidanz) « + 2«6 after water m ' g oh and and Jim sigh maijority wellness + p 4 p yacht * ja jigom 0
dagaar sps05’aclhe smdaa,m)
+Oe§4;@*é_)quJ4&+u_'qLd

TR AA LT AN BPE R A ek Al Bk e Bk b byl

Lay Aya Band Meh Tad Umm Hadam Khala Takhlah 101 140 Bat Lam A]j

Cy 140 101 & &3 D8 aaa o e 2 U1 Y
)
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Basically, basically, basically, basically, basically, sl, liter, because tita, Il, lamar,

Qq, aqg, aaq, aa is prevailing..
JAGS oY Al U G L 1 Ll Lol Ll & S
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Random words without any meaning.
But | looked only at three photos.
Let's move on ...
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Several tests have been done, but we stick to the ones that gave some.... results.

Text extracted via optical character recognifion of images in Gujarati (India)

Cuckoo Cuckoo Cuckoo Kadakpakkaddagpagkapkapfak- # <xd dad. Cum

GU¥%: 5U-51-G5USSe $85 8. sl Cut some 8. Taka e (Jataiadatdattada (a: lkasa: d pad: (d s d. Kak 54 # ¢ a 94111%1810)
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Lay Aya Band Meh Tad Umm Hadam Khala Takhlah 101 140 Bat Lam A]j

8 & 88 14: 100 €€ &l. 23% 1 4-4
145-U/ 8§
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What a pain. Tie ... 1.0 Hadith Tasar Sa Sara Sasara

€ £€€ SLEL ELE QU 58. 218... 1.0
SR U AR UL AU UARU

Random words without any meaning.
But | only looked at the three photos.
Let's move on ...
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Let’s ask Google for some help |
webcache.googleusercontent.com/searcheg=cache: + document

Analyzing the html version of the online document

urderisce caSENEGALE H f ad set asked Hacked lead 'mall (mind al media madalam mel me dedi | AZER ZAPALAZARATING MANISPANJANEA ddad kucdukanda
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Good thing that a phrase in the
first line confaining the word It seems that we cannot find any meaning in the
HACK" appeared, otherwise word sequences, if we were supposed to find one or

'V’gi;eel ke | woshHCIRIES if the document was intentionally modified.

Do you have the courage to continue the analysis?

ProDefence
www.prodefence.ro | contact@prodefence.ro Cyber Security Services
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I'm glad you have the courage! The analysis is now starting to get very interesting!

Extracting the text from those small portions of the
document did not help much, but it did provide some clues
for further exploration of the secrets and hidden messages.

| chose to exiract the Arabic characters from the whole
document page by page.

Sometimes the writings can only be understood as a whole
and not just in parts individually.

If there is a message there, the whole thing should be

visible.
And of course, let's not forget that the characters in the
document also seem modified.

The following led me to analyze not just one document, as | initially
established, but all three documents discovered.

PraNDaFanra
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1st Document

How long are these shorteningse

Mas Att Ma'arrat. A Mam Aa 0010903_. m only
What is the meaning of the food¢ (Lement )
In the name of God.

Rotao and the cities of Imarwa, Waz, Lamya, Azrasa, and Azmbamzeh,
Moatazzam, Aaazgermar, and Ramak Zab.”

=587

What do you eat

Amaak Saw, Rama, Mamsij Al-Sarm, Awa, Rat Loh, and #Tedmma, Mmm,
Kaolinar 1["'wa2"]
And Al-Aimtat / Bara’'un, but the uncle

| love you

6 #uncleo0

Moh grom, flopprime grorum, “Wellstamiyama, |, and I, Ajroa with a stick, and
“Arana” | 77" (*2)

And for Masij that a common thief Ra’ao survived Jim 1 “Wal: A stinger of a
maha duck’s sting, by Marv, and Tizmat/Abnzem, Antafara 11)
Core of luxury

11 It is important for people, it is put, and it is a piece of diamonds for the
stomach, it is not allowed to eat, itis like a lump in it.

liv taton pain i'm sartal

the water
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2nd Document

A rebellious madness” - 11410

Yesser Saber

are you¢ Sia’'s dissent

Al Mitla Baalik 1 on the list, gear 001, hint
Maaysi Ba for your goodness

A few features that are for his visitors, the most embarrassing, from the
conjunctiva, the defect of the determination of Ab Sama Raya (/*)

O, on the authority of Ibn Mazjarin Alaiya, “Miradine Makhwa Darl A Zar
0041020110 May Tra. Prague

Don't worry abouf me: 0 0. :

The worms are shy

I A.D. 11 (in Belmedsan Rum, the king of Sarurir. Al-Bajruitir from / A. Beitoui, Z.
Al-Ambar, and Ba'ram, mm Mayra) “Ba (2¢%)

Wamim bin Wim Aw Luo Ullamiya Al-Af 0 m to Al-Sayyut Amard

| took @ moment fo swallow the poison of Absaline He was healed ©1) Ragal
Ola bin Abiyazir is familiar with the titles of Bejiloul, Buza Sala

Give birth 00 2010: 2

Burt Tabert threw the lone ring or twa on 000

To increase the prayer, my voice is narrowing down on #Mmsatasta, whate
Attilla Darsi Ariraq, to say: “Jetima Masa'iji 1 will be left in pain

You will listen to me, as you wish, to come to the best of light, to tell the story of
a group of people with whom we slander our country, yelling together at the
right time.

Yes, there are 3,000 products, and they have been tamed by Tamoaz Basa’i

with his glance.
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3rd Document

| want you to know me

He is with you, he is not for his grace - Natareh Ali for peace
Jtdika Sawa «Rasa'alat 0 Ali Ansla - Dam

JDN NRT TENN

Berrithah - Structural 1 Whatever Resell for Stellarium »

| also want to make use of the deaf person for Maasir 170101
Before Anria Dhar Am Natal 1

To support him with the narrator, ra, troarn, agape, no mariam, rammed,
ma'arim, count p (Birma and rap) za *

And (iii) Rafel Yes Zsa Soa and Riz (W) Dhuram (2) Anjaar 1 Omid lug; Wow
\delplelol

| want to sell you to Tareb

Zbrardru Aha called Bgrojer and Mussam Al-Majboim 0 m, Rawit, Abruh, and
slandered Maya [wa 2 *

Rum al-Ma'a al-Qom (0a al-alma al-amm (na al-Basramo, Masro, ran or nomai
b (mbubra’a 0)) *”

Nawerm Well Sloan Pro Tea Zabihru, in Rudruber, with the Emergical Paperbrer,
Karma, Lal.

Abate Sia Azn Ajrah Maro Mar Aru Tigrit Ibbeik, Egypt.

«Let's absorb Kitia, 11

| have no plans to leave Chisin.

Irma dissolved Tsiya Fa Nemsi

Jamgabbah sold Miskaiya that Qahm, so he did not respond to any smell, but
rather “become slandered by the name of the people in the Magsilt One
without his arms, perhaps the text of his medicine Nubet, 2

I'm looking for a solution I'm going fo be slammed on the phone #bizulyose

scattered skin injury @ nnnnn e
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Do you understand now why | wanted to continue this analysis?

« The truth is that what is presented here is a part of only 15% of the whole analysis.
« Almost 25 hours spent on this analysis finally gave this interesting result.
« The tfruth is that the results of the texts are longer, but I've chosen what | found most

interesting in order to create this report.

Initially, | thought that the documents were modified in order to
create traffic for certain keywords in search results. Black SEO
constists of various illegal methods, and using online
documents is one of those.

From what is observed, they seem to be excerpts from
different discussions, on different topics and a content full
of names of people and geographical regions.

So we can frame everything in SECRETS and MESSAGES.

L ACK SEO

MESSAGES

@ DeaDafFanra
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| can tell you for sure that | do not know what these documents represent or what their ultimate purpose is.
100% of these government documents have been modified by someone, a threat actor or a system.

However, their existence raises questions from a cyber security perspective.
For now, | can only imagine a few ways in which the documents have reached this state.

+  The computer used to edit them is compromised.

+ The software used is modified to insert those characters into documents.

+ The server of the Government Institution is compromised and someone has made the necessary
changes.

The need to secure the entire infrastructure is critical.

Digitization started of on the wrong foot. Education should have been placed first before anything
else. There is only a tiny number of specialists who work in government institutions.

If this seems random or of low severity ... think about what | mentioned earlier (server, computer,
software) and the implications of each element’s personal and confidential data that may be
compromised and exploited by cyber criminals.

Cyber security is more than just an update and an SSL certificate

PraNDaFanra
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